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1 Overview

1.1 netPump™ service

The netPump™ service enables efficient transferring of files between host machines. It acts as a
conduit between machines for transferring of files over standard internet infrastructure.

1.2 Concepts

1.2.1 Sender/ receiver
The origin is the machine where the files originate from. This is synonymous with the sender.
The destination is the machine where the files will be written to. This is synonymous with the receiver.

The netPump™ service is installed on each machine which will be a sender and/or a receiver of files.
Any given netPump™ service can act as both a sender and a receiver of files.

To transfer files from a sender to a receiver, the user issues a command to initiate the transfer from
the receiving end.

1.2.2 Sessions

When a user requests the transfer of files, it is represented as a transfer session. When a 'start
transfer' request is created, a unique session ID (GUID identifier) representing the session will be
returned in the response. After the session has been created, the user can use the session ID to
retrieve further information about the session in progress or to pause/resume a session.

Multiple transfer sessions can run in parallel. The performance at which files are transferred may be
impacted if many sessions are in progress concurrently.

1.2.3 Transfer of files

Individual files requested for transfer within a session will be retrieved sequentially.

1.3  netPump™ service clients

The netPump™ service provides a web Application Programming Interface (API) which enables web-
enabled applications such as a graphical user interface (Ul), provided automation scripts, and tools
such as cURL to interact with the netPump™ service.

A high-level application such as the netPump™ Ul is suitable for most end users. It is a graphical user
interface which has most of the functionality to initiate and monitor the transfer of files. It is discussed
in detail below.

Mid-level applications include Bash and Powershell scripts. The provided scripts are specifically for
initiating file transfers and is suitable for scheduling/cron jobs.

Low-level applications include tools such as cURL, Fiddler or Postman. These applications allow fine-
grained control of interactions with the netPump™ service.
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2 Setting up the netPump™ service

2.1 Prerequisites
2.1.1 Operating system requirements

The following operating system requirements are needed to run the netPump™ service and graphical
user interface (Ul).

e 4GB RAM
e Multicore CPU
e Windows 8.1+ or Windows Server 2008 R2+

2.1.2 .NET Core Runtime
The .NET Core Runtime is required to run the netPump™ service.
Open a browser and navigate to: https://dotnet.microsoft.com/download/archives

Download the installer (.exe) suitable for the target machine. Select the most recent Long Term
Support (LTS) version (2.1.8 at the time of writing).

Double-click on the installer file. It will guide you through the installation process.
2.1.3  Access to internet

Internet access is required for usage reporting purposes.

2.2 Installation

For a miminal installation, the following steps are sufficient to get the service running:
1. Download the netPump™ archive package and credentials file from Pacbyte.

2. Download and install a suitable 7-zip file archiver if one is not already installed.

3. Extract the netPump™ package using the 7-zip archiver to a suitable location e.g. C: \netPump.
This location will be the root installation folder where all necessary resources will reside. The archive
is password-protected. When extracting the files, enter the password stored in the credentials file.

For setting up netPump™ as a service daemon and/or configuring the service to run behind a reverse
proxy server, see the Administration guide for further details.

2.3 Configuration

The authorization secret allows a netPump™ service to authenticate and communicate with other
netPump™ services installed on different machines. Setting this field is mandatory.

To set/modify this value, open the appsettings. json file under the root installation directory.
The relevant field to change is netPumpApiSecret:

"ServiceSettings": {
"netPumpApiSecret": "AUTH_ SECRET",
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b
Replace AUTH_SECRET with a suitably secure text value.

Other netPump™ settings can be modified in this file. Changing the file requires a server restart.
Refer to the Administration guide for further details about configuring the netPump™ service.

2.4 Start the service

2.4.1 Recommended start up

Itis recommended the netPump™ service be run using a reverse proxy server such as IIS or Nginx. See
the Administration guide on how to configure 1IS/Nginx with HTTPS support.

2.4.2 Start up for testing purposes

For testing purposes, the netPump™ service can be run directly. To do this, run the netPump™ service
with the dotnet runtime:

"C:\Program Files\dotnet\dotnet.exe" netPump.Service.dll
The service should start and bind to http://localhost:5000/ by default.

Note: the user account under which the netPump™ service runs determines the files which are
available for transfer. It is recommended the service be run under an account with appropriately
limited access.

2.4.3 Check the service is running

Open a browser window, cURL or other HTTP client and request the endpoint:

http://<hostname>:<port>/status

If the service has been installed correctly, the page will return a 'Running' status.

2.5 Enduser licence agreement

The current end user licence agreement can be viewed online by navigating to the URL:
http://<hostname>:<port>/eula.html

2.6 Uninstalling the service

Shut down the service. Delete the installation directory.

If the server has been set up behind a reverse proxy, consult the administrator - additional steps are
required to completed remove the service from the reverse proxy server.
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3 netPump™ Data Ul

The netPump™ Data Ul is a graphical user interface for initiating file transfers between two netPump™
services. The Ul communicates with the destination netPump™ service.

Ensure the netPump™ service is running before using the Ul.
3.1 Windows
3.1.1 Installation

1. Download and extract the installer file e.g. netPump Data-1.2.0-win-setup.exe to a
folder of your choice.

2. Double-click on the installer file to run it. It will guide you through the installation process including
the selection of an installation directory.

Shortcuts should be available in the start menu and on the desktop.

Once the Ul has been installed, double-click on the shortcut or navigate to the installation directory
and run the application by double-clicking on the executable file e.g. netPump Data.exe.

3.1.2 Uninstallation

Open the Control Panel and select Programs and Features. In the list of programs, find the
netPump™ service. Right-click on it, click Uninstall.

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall

N

Mame Publisher

@ Mozilla Firefox 52.0.1 (x86 en-US) Maozilla

1) Mozilla Maintenance Service Muozilla

== netPump™ Data 0.5.0 (g = Pachyte Solutions Pty Ltd
« Nemap 7.40 Uninstall |

lg) Node,js Node,js Foundation

The uninstaller dialog will open. Click through when prompted to uninstall the application.

3.2 Linux
TODO
3.3 MacOS X

3.3.1 Installation
Download the installer .dmg file.

Double-click on the .dmg file and drag the app into the Applications folder.
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[ NN ] = netPump™ Data 1.0.0

Molumelcon.icns

. c
- b
Applications

To start the app, click on the shortcut on the desktop or the icon via the Launchpad.
3.3.2 Uninstallation

Delete the program from the Applications folder on the hard drive. To do this, either right-click on
the app, click 'Move to trash' or drag the app into the Trash icon.

B3 Mission Control
netPump™ Data

I Notes

4 Numbers

28 Photo Booth

& Photos

=a Preview

Trash

' = y — :  netPump™ Data

3.4 Walkthrough

3.4.1 |Input text fields

When the Ul is opened, there are a number of input text fields which must be populated.
If all fields are not populated correctly, the netPump™ service will not work.
Authorization: this is the secret stored in the netPump™ services.

Default unsecure service port: this is the port which combined with the service host will be used to
communicate with the netPump™ service. The default is 80.

Default secure service port: this port will be used to communicate with the netPump™ service over
TSL/SSL. The default is 443.

Origin service: the service from where files will be sourced. This accepts the format:
<hostname or IP address>[:<port number>]

Examples:

localhost
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machine-01
12.6.7.130
machine-01:6000

If a port number is provided, it will be used instead of the default port.

Note: ‘localhost’ is a hostname which references the local machine where the netPump™ service has
been installed.

Origin directory: the full name of the remote directory where files are located. For example, on a
Windows machine:

C:\path\to\files

And a Linux machine:
/home/path/to/files

Destination service: the URL of the server from where files will be sourced. This takes the form:
<hostname or IP address>|[:<port number>]

Destination directory: the full name of the destination directory where files will be written to. Each
file will be written to the location:

<destination directory><path separator><path to the file on the
origin server>

For example:
Given the destination server folder is on Windows: C: \received
And the file to be transferred is on a Linux server: /home/send/a.log

Then the file will be stored on Windows as: C: \received\home\send\a.log
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3.4.2 Checkboxes

There are two checkboxes which provide optional support for secure transfers and deletion of files
respectively:

Secure transport: When unchecked, the service will use the insecure HTTP protocol. When checked,
the service will use TLS/SSL via the HTTPS protocol to communicate with the netPump™ service. For
SSL support, the server must be set up and running behind a reverse proxy server such as IIS or Nginx.

Delete on transfer: When checked, the service will delete the files/directories from the origin server
after they have been copied to the destination server. This is eqivalent to a moving of files.
Files/directories will only be deleted if the transfer was complete. If a directory is transferred and one
or more files within that directory was not successfully transferred, the whole directory will not be
deleted from the origin server.

The Ul should look similar to this once the input data has been entered:

== netPump™ Data (1.0.0) - m] X
File View
Authorisation Default unse cure service port: Default secure service port: Secure transport Delete ontransfer: tP u
.......... 80 243 < 4 < ne ump >
Origin Destination
Service netpump.com Service: netpump.com
Directory: clifiles Directory: c\receiver
[ = ] 0 Bytes selected

Session Status

3.4.3 List files on origin machine

Once the fields have been entered, click the ‘List’ button to display the directories and files contained
in the origin directory.

Note: the files and directories listed will be those which the netPump™ service running on the origin
server has the relevant permissions to view.

3.4.4 Add files for transfer

Either files OR directories can be selected for a single transfer but not both.
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For example, to select multiple files, hold down the Ctrl key then click on several files. A range of files
can be selected by clicking on the first file in the range then holding down the Shift key while clicking
on the last file in the range. Selected files are highlighted in light blue.

== netPump™ Data (1.0.0) - m] X

File View

Authorisation Default unsecure service port: Default secure service port: Secure transport Delete ontransfer: tP o

sessesranes 80 443 rd ra < ne ump >
Origin Destination

Service netpump.com Service: netpump.com)|

Directory: c\files Directory: c\receiver

c\fles\dird wihCharslokscape

c\files\0 log
c\files\a.log
c\files\b.log
c\files\c.log
c\files\d log

cfiles\e.lbg

cfiles\hidden2. txt
c\files\ilog

cAfilesin log

Session Status

Clicking ‘Add Selected’ adds the highlighted files to the destination list on the right-hand side. Further
files can be added to the batch. These may be from a different folder on the origin server.

A label is provided which estimates the total size of the files to be transferred.

Note: if you attempt to add directories containing sub-directories or files for which access is
unauthorised, the service will not be able to provide specific details about the updated size of files to
be transferred. In this case, the label which specifies the bytes to be transferred will be updated to
give a conservative approximation. In addition, a warning will be displayed at the bottom of the
screen:
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== netPump™ Data {1.0.0) - m] X

File View

Authorisation: Default unsecure service port: Default secure service port Secure transport: Delete ontransfer: tP Ty

SC v v <hetrump >
Origin Destination

Service netpump.com Service netpump.com

Directory: o\ Directory: C\receiver

At least 5.22 GB selected

c\files
c\SRecycle.Bin c\inetpub
CAAMD
c\ChronosProfiler
c:\Config.Msi
c\deletable
c\Documents and Settings
c\inte
c\OpenSSL-Win32
c\PerfLogs
c\Program Files
c\Program Files (x86)
c\ProgramData
c\receiver
c:\Recovery
c:\5QL 2008R2Developer
At

Start Transfer

Session Status

elected files/dire

Warning: error retrieving file system info

Note: you can select either files or directories but not both. An error will be displayed at the bottom
of the screen if this is attempted.

Note: Selecting a directory will result in all files in that directory and sub-directories being transferred.
3.4.5 Remove files from selection

If you wish to remove files from the selected list, click once on each file on the right-hand side then
click the ‘Remove Selected’ button.
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== netPump™ Data (1.0.0) - m] X
File View
Authorisation Default unse cure service port: Default secure service port: Secure transport Delete ontransfer: P v
wrsraenanes 80 243 < i < net ump >
Origin Destination
Service netpump.com Service: netpump.com
Dire ctory: cfiles Directory: c\receiver
“ 3.41 MB selected

(R es\_drrd.empb,' - C\files\blog

A es\_d-rd engthd _ p———

c\fi Es\d-rS w:thNestE-dEm ptyDir cAfiles\d.log

c\fi es\d-rs.u.f-dcards im ple CAfilesie.log

c\fi es\_drr7.w dcardComplex CA\files\Flog

c\files\dir8.noExt CAfiles\i log

c\files\dird wi hCharsToEscape

c\files\ txt

c\files\ hiddenFile

c\files\0.log

c\files\a.log

cfiles\h.log

c\files\hidden2 bt

c\files\n log

cfiles\o.log

cfiles\z.log

c\files\z2.log

St i

Session Status

3.4.6 Startthe transfer

Once all relevant files (or directories) have been selected for transfer, click the ‘Start Transfer’ button.
This will send a request to the destination netPump™ service to start the transfer.

If the 'Delete on transfer' box has been checked, a dialog box will appear asking for confirmation to
proceed with the transfer:

== Confirm deletion of files X

_ . P
== Are you sure you wish to continue?

This operation will delete the selected files from the origin server once successfully transferred
to the destination server.

Yes No

Click 'Yes' if you wish to proceed.

If the destination machine does not have enough memory to accommodate all the files to be
transferred, an error message will displayed at the bottom of the screen indicating the problem.
Remove one or more files/directories from the selection and try again.

Once the input parameters are validated, a transfer session is created. The progress of the transfer
can then be tracked in the bottom panel of the interface.
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== netPump™ Data (1.0.0) - O X

File View

Authorisation: Default unse cure service port: Default secure service port: Secure transport: Delete ontransfer: tP e

ccccccccccc 80 443 o < < ne ump >
Origin Destination

Service: netpump.com Service netpump.com

Directory: c\files Directory: c\receiver

S\dIrg W ENCNarsIoEsCape

Session Status

0-9cSaace bad0a Comp| 12GB)

1a-7355dbc52a50

1GB transferred 11 Fause

3.4.7 Pause/resume the transfer

To pause the transfer of files in a particular session, click the ‘Pause’ button. A ‘Resume’ button will
then appear. Click ‘Resume’ to resume the transfer.

Note: after clicking ‘Pause’, the progress bar will continue briefly while it is flushing downloaded
segments of the file to disk.

3.4.8 End of transfer

When the transfer session has ended, the session status in the Ul will indicate the outcome.
Completed: the session completed with all files successfully transferred.

Completed with errors: the session ended with one or more files failing to be transferred.

Faulted: the session was halted prematurely. When a number of files encountered errors
consecutively e.g. network connectivity, processing of files is stopped and the session is faulted.

3.5 Warnings

If the following warning is received, the Ul has received a certificate with errors. This implies the
certificate cannot be trusted. In some cases (such as in an environment with no certificate authority)
the user may want to explicitly trust the certificate after confirming it is from a trusted source:
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Confirm X

| This connection is untrusted

The security certificate from httpsi//netpump.com: 35555/ controlapi/sessions
contains errors.

The certificate has the SHA-256 thumbprint:
2954067dff32f228866c0baea3bb 77 087b4a167581c216448807 b d 377010

If you trust this certificate, click "Yes' to ignore errors for this certificate.

Yes No

The thumbprint displayed can be compared against a SHA-256 thumbprint generated using the
source certificate.

If the certificate is accepted (clicking 'Yes'), normal operations can proceed and no further warnings
will be raised.

If the certificate is rejected (clicking 'No'), the Ul will be unable to initiate transfers using the secure
transport protocol for the lifetime of the Ul application running (unless the netPump™ service is
restarted with a valid SSL certificate). The user will still be able to initiate transfers using the insecure
transport protocol. The next time the Ul is started with the secure protocol in use, the user will be
prompted again to accept or reject the certificate.
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4 Known limitations and restrictions of file transfers

4.1 File path collisions

4.1.1 Transfers from multiple origin filesystems

When transferring files from two separate filesystems attached to an origin service, if the files share
a common path aside from their drive letter, share root, etc, one file will be transferred and any
remaining ‘collisions’ will be flagged and not transferred.

For example, a transfer of:

C:\Data\Files\Example.dat
D:\Data\Files\Example.dat

Will result in one of the above files only being written to the nominated folder on the destination
service filesystem, for example:

C:\TransferIn\Data\Files\Example.dat
The file which is not transferred will be marked as errored.
4.1.2 Transfers into destination filesystems with existing files

If an attempt is made to transfer a file to a location on the destination filesystem having the same
path as an existing file with the same name, the transfer file will be marked as errored.
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The netPump™ Data service is copyright © to Pacbyte Solutions 2017. All rights reserved.

The netPump™ Data service includes certain third-party software, the licence terms of which are

included in this section.

Atom / Electron
MIT License
Copyright (c) 2011-2017 GitHub Inc.

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to
whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF
ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED
TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT
SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE
OR OTHER DEALINGS IN THE SOFTWARE.

Dapper

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use,
reproduction, and distribution as defined by Sections 1 through
9 of this document.

"Licensor" shall mean the copyright owner or entity authorized
by the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under
common control with that entity. For the purposes of this
definition, "control" means (i) the power, direct or indirect, to
cause the direction or management of such entity, whether by
contract or otherwise, or (ii) ownership of fifty percent (50%)

or more of the outstanding shares, or (iii) beneficial ownership
of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making
modifications, including but not limited to software source
code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated
documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source
or Object form, made available under the License, as indicated
by a copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or
Object form, that is based on (or derived from) the Work and
for which the editorial revisions, annotations, elaborations, or
other modifications represent, as a whole, an original work of
authorship. For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely
link (or bind by name) to the interfaces of, the Work and
Derivative Works thereof.

"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or
additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by
the copyright owner or by an individual or Legal Entity
authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted" means any form of
electronic, verbal, or written communication sent to the
Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control
systems, and issue tracking systems that are managed by, or on
behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by
the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal
Entity on behalf of whom a Contribution has been received by
Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and
conditions of this License, each Contributor hereby grants to
You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright license to reproduce, prepare
Derivative Works of, publicly display, publicly perform,
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sublicense, and distribute the Work and such Derivative Works
in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions
of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free,
irrevocable (except as stated in this section) patent license to
make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those
patent claims licensable by such Contributor that are
necessarily infringed by their Contribution(s) alone or by
combination of their Contribution(s) with the Work to which
such Contribution(s) was submitted. If You institute patent
litigation against any entity (including a cross-claim or
counterclaim in a lawsuit) alleging that the Work or a
Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of
the Work or Derivative Works thereof in any medium, with or
without modifications, and in Source or Object form, provided
that You meet the following conditions:

You must give any other recipients of the Work or Derivative
Works a copy of this License; and

You must cause any modified files to carry prominent notices
stating that You changed the files; and

You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of the
Derivative Works; and

If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute
must include a readable copy of the attribution notices
contained within such NOTICE file, excluding those notices that
do not pertain to any part of the Derivative Works, in at least
one of the following places: within a NOTICE text file
distributed as part of the Derivative Works; within the Source
form or documentation, if provided along with the Derivative
Works; or, within a display generated by the Derivative Works,
if and wherever such third-party notices normally appear. The
contents of the NOTICE file are for informational purposes only
and do not modify the License. You may add Your own
attribution notices within Derivative Works that You distribute,
alongside or as an addendum to the NOTICE text from the
Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your
modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of
Your modifications, or for any such Derivative Works as a
whole, provided Your use, reproduction, and distribution of the
Work otherwise complies with the conditions stated in this
License.

5. Submission of Contributions. Unless You explicitly state
otherwise, any Contribution intentionally submitted for
inclusion in the Work by You to the Licensor shall be under the
terms and conditions of this License, without any additional
terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate
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license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks. This License does not grant permission to use
the trade names, trademarks, service marks, or product names
of the Licensor, except as required for reasonable and
customary use in describing the origin of the Work and
reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied, including, without limitation, any
warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE.
You are solely responsible for determining the appropriateness
of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this
License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and
grossly negligent acts) or agreed to in writing, shall any
Contributor be liable to You for damages, including any direct,
indirect, special, incidental, or consequential damages of any
character arising as a result of this License or out of the use or
inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or
losses), even if such Contributor has been advised of the
possibility of such damages.

9. Accepting Warranty or Additional Liability. While
redistributing the Work or Derivative Works thereof, You may
choose to offer, and charge a fee for, acceptance of support,
warranty, indemnity, or other liability obligations and/or rights
consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your
sole responsibility, not on behalf of any other Contributor, and
only if You agree to indemnify, defend, and hold each
Contributor harmless for any liability incurred by, or claims
asserted against, such Contributor by reason of your accepting
any such warranty or additional liability.
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TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION

1. Definitions.
"License" shall mean the terms and conditions for use,
reproduction, and distribution as defined by Sections 1 through

9 of this document.

"Licensor" shall mean the copyright owner or entity authorized
by the copyright owner that is granting the License.



"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under
common control with that entity. For the purposes of this
definition, "control" means (i) the power, direct or indirect, to
cause the direction or management of such entity, whether by
contract or otherwise, or (ii) ownership of fifty percent (50%)
or more of the outstanding shares, or (iii) beneficial ownership
of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making
modifications, including but not limited to software source
code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated
documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source
or Object form, made available under the License, as indicated
by a copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or
Object form, that is based on (or derived from) the Work and
for which the editorial revisions, annotations, elaborations, or
other modifications represent, as a whole, an original work of
authorship. For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely
link (or bind by name) to the interfaces of, the Work and
Derivative Works thereof.

"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or
additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by
the copyright owner or by an individual or Legal Entity
authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted" means any form of
electronic, verbal, or written communication sent to the
Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control
systems, and issue tracking systems that are managed by, or on
behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by
the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal
Entity on behalf of whom a Contribution has been received by
Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and
conditions of this License, each Contributor hereby grants to
You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright license to reproduce, prepare
Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works
in Source or Object form.
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3. Grant of Patent License. Subject to the terms and conditions
of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free,
irrevocable (except as stated in this section) patent license to
make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those
patent claims licensable by such Contributor that are
necessarily infringed by their Contribution(s) alone or by
combination of their Contribution(s) with the Work to which
such Contribution(s) was submitted. If You institute patent
litigation against any entity (including a cross-claim or
counterclaim in a lawsuit) alleging that the Work or a
Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of
the Work or Derivative Works thereof in any medium, with or
without modifications, and in Source or Object form, provided
that You meet the following conditions:

You must give any other recipients of the Work or Derivative
Works a copy of this License; and

You must cause any modified files to carry prominent notices
stating that You changed the files; and

You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of the
Derivative Works; and

If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute
must include a readable copy of the attribution notices
contained within such NOTICE file, excluding those notices that
do not pertain to any part of the Derivative Works, in at least
one of the following places: within a NOTICE text file
distributed as part of the Derivative Works; within the Source
form or documentation, if provided along with the Derivative
Works; or, within a display generated by the Derivative Works,
if and wherever such third-party notices normally appear. The
contents of the NOTICE file are for informational purposes only
and do not modify the License. You may add Your own
attribution notices within Derivative Works that You distribute,
alongside or as an addendum to the NOTICE text from the
Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your
modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of
Your modifications, or for any such Derivative Works as a
whole, provided Your use, reproduction, and distribution of the
Work otherwise complies with the conditions stated in this
License.

5. Submission of Contributions. Unless You explicitly state
otherwise, any Contribution intentionally submitted for
inclusion in the Work by You to the Licensor shall be under the
terms and conditions of this License, without any additional
terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate
license agreement you may have executed with Licensor
regarding such Contributions.
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6. Trademarks. This License does not grant permission to use
the trade names, trademarks, service marks, or product names
of the Licensor, except as required for reasonable and
customary use in describing the origin of the Work and
reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied, including, without limitation, any
warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE.
You are solely responsible for determining the appropriateness
of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this
License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and
grossly negligent acts) or agreed to in writing, shall any
Contributor be liable to You for damages, including any direct,
indirect, special, incidental, or consequential damages of any
character arising as a result of this License or out of the use or
inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or
losses), even if such Contributor has been advised of the
possibility of such damages.

9. Accepting Warranty or Additional Liability. While
redistributing the Work or Derivative Works thereof, You may
choose to offer, and charge a fee for, acceptance of support,
warranty, indemnity, or other liability obligations and/or rights
consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your
sole responsibility, not on behalf of any other Contributor, and
only if You agree to indemnify, defend, and hold each
Contributor harmless for any liability incurred by, or claims
asserted against, such Contributor by reason of your accepting
any such warranty or additional liability.
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TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use,
reproduction, and distribution as defined by Sections 1 through
9 of this document.

"Licensor" shall mean the copyright owner or entity authorized
by the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under
common control with that entity. For the purposes of this
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definition, "control" means (i) the power, direct or indirect, to
cause the direction or management of such entity, whether by
contract or otherwise, or (ii) ownership of fifty percent (50%)
or more of the outstanding shares, or (iii) beneficial ownership
of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making
modifications, including but not limited to software source
code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated
documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source
or Object form, made available under the License, as indicated
by a copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or
Object form, that is based on (or derived from) the Work and
for which the editorial revisions, annotations, elaborations, or
other modifications represent, as a whole, an original work of
authorship. For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely
link (or bind by name) to the interfaces of, the Work and
Derivative Works thereof.

"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or
additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by
the copyright owner or by an individual or Legal Entity
authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted" means any form of
electronic, verbal, or written communication sent to the
Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control
systems, and issue tracking systems that are managed by, or on
behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by
the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal
Entity on behalf of whom a Contribution has been received by
Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and
conditions of this License, each Contributor hereby grants to
You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright license to reproduce, prepare
Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works
in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions
of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free,
irrevocable (except as stated in this section) patent license to

Page 21



make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those
patent claims licensable by such Contributor that are
necessarily infringed by their Contribution(s) alone or by
combination of their Contribution(s) with the Work to which
such Contribution(s) was submitted. If You institute patent
litigation against any entity (including a cross-claim or
counterclaim in a lawsuit) alleging that the Work or a
Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of
the Work or Derivative Works thereof in any medium, with or
without modifications, and in Source or Object form, provided
that You meet the following conditions:

You must give any other recipients of the Work or Derivative
Works a copy of this License; and

You must cause any modified files to carry prominent notices
stating that You changed the files; and

You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of the
Derivative Works; and

If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute
must include a readable copy of the attribution notices
contained within such NOTICE file, excluding those notices that
do not pertain to any part of the Derivative Works, in at least
one of the following places: within a NOTICE text file
distributed as part of the Derivative Works; within the Source
form or documentation, if provided along with the Derivative
Works; or, within a display generated by the Derivative Works,
if and wherever such third-party notices normally appear. The
contents of the NOTICE file are for informational purposes only
and do not modify the License. You may add Your own
attribution notices within Derivative Works that You distribute,
alongside or as an addendum to the NOTICE text from the
Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your
modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of
Your modifications, or for any such Derivative Works as a
whole, provided Your use, reproduction, and distribution of the
Work otherwise complies with the conditions stated in this
License.
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5. Submission of Contributions. Unless You explicitly state
otherwise, any Contribution intentionally submitted for
inclusion in the Work by You to the Licensor shall be under the
terms and conditions of this License, without any additional
terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate
license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks. This License does not grant permission to use
the trade names, trademarks, service marks, or product names
of the Licensor, except as required for reasonable and
customary use in describing the origin of the Work and
reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied, including, without limitation, any
warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE.
You are solely responsible for determining the appropriateness
of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this
License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and
grossly negligent acts) or agreed to in writing, shall any
Contributor be liable to You for damages, including any direct,
indirect, special, incidental, or consequential damages of any
character arising as a result of this License or out of the use or
inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or
losses), even if such Contributor has been advised of the
possibility of such damages.

9. Accepting Warranty or Additional Liability. While
redistributing the Work or Derivative Works thereof, You may
choose to offer, and charge a fee for, acceptance of support,
warranty, indemnity, or other liability obligations and/or rights
consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your
sole responsibility, not on behalf of any other Contributor, and
only if You agree to indemnify, defend, and hold each
Contributor harmless for any liability incurred by, or claims
asserted against, such Contributor by reason of your accepting
any such warranty or additional liability.
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